PRIVACY POLICY
1. Introduction and Purpose
Cerebra (“Company,” “we,” “us,” or “our“) is committed to protecting the personal data of individuals in our client organizations. This Privacy Policy explains how we collect, use, and safeguard personal data in compliance with Saudi Arabia’s Personal Data Protection Law (PDPL) and National Cybersecurity Authority (NCA) standards. It covers all Cerebra products and services (cloud/SaaS or on-premises) and any related websites or apps. The policy applies to employees of our client companies whose personal data we process on their employer’s behalf. We collect only non-sensitive personal information (such as name, business email, job title, and work phone) and we do not collect data from minors or other protected categories. All personal data is hosted and processed exclusively in Saudi Arabia to meet national data sovereignty and security requirements.
2. What Personal Data We Collect
Cerebra only collects basic professional contact information. The categories of personal data we collect include:
· Identity information: Full name and job title or designation.
· Contact details: Work email address and business phone number.
We do not collect sensitive personal data (such as health, financial, racial or ethnic information). We do not collect personal data from minors or other vulnerable individuals. Any additional information needed to provide or improve our services (such as employee ID or department, if provided by your employer) is treated with the same care and is limited to what is necessary for the service. We do not gather personal data from social media or public sources for our B2B services. Any registration or login credentials you use are also protected and are not used for any other purpose.
3. How We Collect It (Direct and Indirect)
Cerebra collects personal data in the following ways:
· Direct collection: Your employer (the client organization) may provide your personal data to us to create and manage your account on our system. You may also provide personal data directly when you use our software or websites—for example, by filling in a profile, updating your contact details, or communicating with our support team.
· Indirect collection: When you visit our websites or use our apps, we may use cookies and similar technologies to collect technical and usage information (such as your IP address, device type, browser settings, and pages accessed). These cookies are used to enable core functionality (for example, keeping you logged in) and to analyze trends so we can improve performance and user experience. You can typically manage or disable cookies through your web browser settings, but please note that disabling certain cookies may affect how our services work.
· Automated data: In the normal operation of our software, we automatically log certain information for security and troubleshooting purposes (such as login times, system errors, or audit logs). This information may be linked to your account but is used solely to provide, secure, and improve the service.
We do not use indirect collection methods to retrieve personal data from third-party social networks or public websites. All data collection is done in accordance with the law and is explained clearly at the point of collection.
4. Why We Use It (Purposes and Legal Bases)
We use the personal data we collect for legitimate business purposes related to our products and services. These purposes include:
· Service delivery and account management: To provide and maintain our software services (including onboarding, authentication, and support), process your requests, and manage your user account. Legal basis: performance of the contract between Cerebra and your employer (the client).
· Communication: To send you important service-related messages such as account notices, product updates, security alerts, and technical communications. Legal basis: performance of contract and our legitimate interest in keeping you informed about the services you use.
· Customer support and troubleshooting: To respond to your inquiries or support requests and to help solve any problems with our services. Legal basis: performance of contract and legitimate interest in providing a high-quality service.
· Security and fraud prevention: To detect and prevent unauthorized access, security incidents, or improper activity. Legal basis: legitimate interest in protecting the service and your data, as well as legal compliance obligations.
· Service improvement and analytics: To analyze how our services are used, diagnose technical issues, and develop new features or improvements. Legal basis: legitimate interest in improving our products and business processes, balanced with your privacy rights.
· Legal compliance: To comply with applicable laws, regulations, and lawful requests (for example, taxes, audits, or data breach notifications). Legal basis: legal obligation.
We will not use your personal data for any purpose other than those described above without giving you notice. If we wish to use data for a new purpose (for example, marketing communications beyond necessary service updates), we will obtain your explicit consent in advance. You may withdraw any consent at any time (see Section 7).
5. Data Sharing and Disclosure (Domestic Only)
Cerebra does not sell, rent, or trade your personal data. We share personal data only in limited ways, always within Saudi Arabia:
· With our service providers: We may share data with trusted third-party vendors and partners based in Saudi Arabia who perform services on our behalf (such as cloud hosting). These vendors are contractually bound to protect your data and use it only to provide the contracted service.
· Within Cerebra: Personal data may be accessed by authorized Cerebra employees or affiliates in Saudi Arabia who need it to perform their job duties (for example, support staff or system administrators). All staff are trained in data protection and must keep information confidential.
· With your employer (the data controller): As the employer provided your data to us, we may share relevant information back with them as part of service management or reporting.
· Legal and regulatory requests: We may disclose personal data to Saudi government authorities or regulators if required by law (for example, to comply with a valid subpoena, court order, or regulatory audit). Such disclosures are always made in accordance with the PDPL and other applicable laws.
Importantly, no personal data is transferred outside Saudi Arabia. All processing and storage take place within the Kingdom. We implement safeguards to ensure compliance with the PDPL’s restrictions on data transfers.
6. Storage, Security, and Retention
Storage location: All personal data collected by Cerebra is securely stored on servers located in Saudi Arabia. We use reputable local data centers and cloud services that meet or exceed Saudi cybersecurity standards. This approach ensures compliance with national data localization and digital sovereignty requirements.
Security measures: We protect your data with technical and organizational safeguards, including (but not limited to):
· Encryption of data in transit (using HTTPS/TLS) and encryption at rest when stored.
· Network security measures such as firewalls, intrusion detection systems, and secure access controls.
· Regular security testing and vulnerability assessments.
· Strict access controls: only authorized personnel (who have undergone background checks and training) can access personal data, and only for legitimate business reasons.
· Employee training on security best practices and the PDPL requirements.
· Incident response procedures aligned with NCA guidelines: in the event of a data breach, we will promptly notify authorities and affected parties as required by law.
Data retention: We retain personal data only for as long as necessary to fulfill the purposes outlined in Section 3 or to comply with legal obligations. Typically, this means we keep your data for the duration of our contractual relationship with your employer plus any additional period required for record-keeping or legal compliance. Once personal data is no longer needed, we will securely delete it or irreversibly anonymize it. We do not retain personal data longer than is allowed under Saudi law and industry practice.
7. Your Rights under the PDPL
Under the Saudi PDPL, you have certain rights regarding your personal data. These rights are subject to applicable conditions and exceptions under the law. In summary, you have the right to:
· Access: Request a copy of the data we hold about you and details of its processing.
· Correction: Ask us to correct or update any inaccurate or incomplete personal data.
· Deletion (“Right to be forgotten”): Request deletion when data is no longer needed, or if you withdraw consent and no other legal basis applies.
· Withdrawal of consent: Withdraw consent at any time without affecting prior lawful processing.
· Object or restrict processing: Object to or request restriction of processing based on legitimate interests or for marketing.
· Data portability: Request your data in a machine-readable format.
· Right to complain: File a complaint with us or with the Saudi data protection regulator (SDAIA) if you believe your rights have been violated.
If you wish to exercise your rights, then please contact us at support@cerebra.sa. We may require proof of identity to protect your privacy and will respond to your request within the timeframes required by Saudi law. 
Subject to any overriding legal obligations, requirements and/or exemptions, we will endeavor to respond to your request promptly in compliance with applicable laws, and at the latest within 30 days, unless we require further information from you. This period may be extended by an additional 30 days in the event of multiple requests or if the request requires disproportionate effort. We will notify you in advance if we anticipate a delay. 
If any request is repetitive, manifestly unfounded, or requires disproportionate efforts, we reserve the right to refuse it, in which case we will notify you of the refusal and the reason behind it.
8. How to Submit Complaints or Inquiries
If you have any questions, complaints, or inquiries about this privacy policy or our handling of personal data, you should:
1. Contact Cerebra: Reach out to our Data Protection Officer or support team at the details in Section 10.
2. Internal resolution: We will investigate and work with you (and your employer, if needed) to resolve any issue.
3. Regulatory authorities: If you remain unsatisfied, you have the right to file a complaint with the competent Saudi data protection authority. In Saudi Arabia, this is the Saudi Data & Artificial Intelligence Authority (SDAIA), which oversees the PDPL. You can find contact information for SDAIA or other relevant regulators on the official government website. For matters related to cybersecurity incidents, you may also report to the National Cybersecurity Authority (NCA) through its official reporting channels.
We take all complaints seriously and will cooperate with regulators to ensure compliance with Saudi data protection laws and cybersecurity standards.
9. Policy Availability, Updates, and Version History
This Privacy Policy is made available publicly on our website and within our products. It is provided in clear, straightforward language so that you can easily understand how your data is handled.
We may update this policy from time to time to reflect changes in our practices, services, or legal requirements. Any significant changes will be communicated by posting the revised policy and updating the effective date. We encourage you to review the policy periodically.
· Effective Date: <TBD>
· Version: 1.0
Revision History:
· 1.0 (May 2025): Initial release, aligning with PDPL and NCA standards.
10. Contact Information
If you have questions, requests, or concerns about this policy or our data practices, please contact us using the following information:
· Company: Cerebra
· Address: <TO BE UPDATED>
· Data Protection Officer (DPO): Email <TO BE UPDATED>; Phone <TO BE UPDATED>
Our Data Protection Officer will respond to inquiries about how we handle personal data. We will also work with your organization’s designated contact (the “Controlling Entity”) to address any privacy concerns.




